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INTRODUCTION

This leaflet deals with the right to take steps
to prevent your personal data from being
processed if the processing is likely to cause
you or someone else to suffer substantial
damage or substantial distress which is
unwarranted. 

This right is contained in section 10 of the
Data Protection Act 1998 (the “Act”).

This leaflet is part of a series of eight leaflets
which explain your rights under the Data
Protection Act.

Details of our other leaflets can be found at
the back. If you would like any of these please
contact the Information Commissioner’s
Office. You will find our contact details on the
back cover.



WHEN DOES SECTION 10
APPLY?

Your rights under section 10 of the Act
apply whether you object to the processing
taking place at all, or whether the objection
is specifically to processing for a particular
purpose or in a particular way.

Section 10 applies only in respect of the
processing of personal data (data about an
identifiable living individual) of which you are
the data subject where the processing is
necessary:

• for the administration of justice;

• for the exercise of any functions conferred
on any person under any enactment;

• for the exercise of any functions of the
Crown, a Minister of the Crown or a
government department; 

• for the exercise of any other functions of a
public nature exercised in the public
interest by any person; or

• for the purposes of the legitimate
interests of the data controller or of a third
party to whom the data may be disclosed. 

Section 10 will not apply when:

• you have given your consent to the
processing (although consent may be
withdrawn);

• the processing is necessary for taking
steps at your request with a view to
entering into a contract;



• the processing is necessary for the
performance of a contract to which you
are a party;

• the processing is necessary for
compliance with any legal obligation to
which the data controller is subject, other
than an obligation imposed by contract;

• the processing is necessary to protect
your vital interests (which the
Commissioner interprets as being a life or
death situation).



IF I BELIEVE THAT SUCH
PROCESSING IS TAKING
PLACE, WHAT CAN I DO? 

You have the right to send a notice to that
individual or organisation requiring them,
within a reasonable time, to stop the
processing. This is called a “data subject
notice”. 
Any person or organisation processing
personal data is known as the “data
controller”.

WHAT FORM SHOULD A
DATA SUBJECT NOTICE
TAKE?

The notice must be in writing and may be in
the form of a letter. You should ensure that
the notice is dated.

The data subject notice must make clear the
following;

• your identity and the personal data to
which you refer;

• the nature of the processing and whether
it is the processing for a specified purpose
or in a specified manner to which you
object;

• when you require the processing of
personal data about you to cease (and this
must be at the end of a period which is
reasonable in all the circumstances ) or
that you require the data controller not to
begin processing personal data about you;



• that the processing of personal data about
you, for that purpose, is causing, or is
likely to cause you or another person,
substantial damage or substantial
distress, (see the section on substantial
damage/distress) and that damage or
distress would be unwarranted; and

• the reason why you believe that the
processing is causing or is likely to cause
you or another person substantial
unwarranted damage and/or distress.

The notice must be sent to the data
controller. If you are sending the notice by
post, it is advisable to send it by recorded
delivery. The notice may be transmitted by
electronic means provided that the data
controller is able to identify you. Also that
the personal data to which you refer from
your notice and that the notice is capable of
being used for subsequent reference. 

You should keep a copy of the data subject
notice and the reply you receive from the
data controller together with all other
correspondence. Record the dates of any
communications, as this will be important
evidence for the court or for the
Commissioner.



TO WHOM SHOULD THE
NOTICE BE ADDRESSED?

If you do not have the name of a particular
individual within the data controller’s
organisation who you know can deal with
your notice, you should address the data
subject notice to the company secretary.

WHAT IS A REASONABLE
PERIOD TO SUGGEST FOR
THE DATA CONTROLLER TO
CEASE OR NOT TO BEGIN
PROCESSING PERSONAL
DATA ABOUT ME?

This depends upon the size of the
organisation. In the case of a small
organisation with a small database it may be
reasonable to expect them to deal with your
request within 28 days. In the case of a
large, multinational organisation which may
conduct processing of your personal data in
many locations, some of them overseas, it
may take longer for the relevant department
to be notified. The position will vary according
to the circumstances of each case.



WHAT MUST A DATA
CONTROLLER DO WHEN HE
RECEIVES THE DATA
SUBJECT NOTICE?

The data controller must give you written
notice either that he has complied with your
notice or intends to comply with it, or, he
must state the extent to which he intends to
comply (if at all) and explain which parts of
the notice he considers to be unjustified, if
any, and why. This information must be given
to you within 21 days of receiving the data
subject notice.

WHAT IS “SUBSTANTIAL,
UNWARRANTED
DAMAGE/DISTRESS”?

As a guide, a data subject notice is only likely
to be appropriate when the particular
processing has taken place without
justification and has caused, or is likely to
cause you or another to suffer loss or harm
or upset or anguish over and above
annoyance levels.

If the data controller does not accept that
substantial, unwarranted damage and/or
distress has been caused by the processing
of your personal data, it will be a matter for
the court to resolve.



WHAT IF I GET NO
RESPONSE OR DISAGREE
WITH A DECISION NOT TO
COMPLY WITH MY
REQUEST?

If the data controller fails to respond within
21 days you should write to him again
seeking an explanation, enclosing a copy of
your data subject notice for ease of
reference. If you still do not receive a
response or the response is one with which
you disagree, you may ask the
Commissioner to carry out an assessment
as to whether it is likely or unlikely that the
data controller is processing your personal
data in compliance with the Act. You also
have rights under the Act to pursue the
matter yourself through the court.

If the Commissioner makes an assessment
that the matters that concern you are likely
to involve a breach of the Act, this may help
you to resolve a dispute or to make a
decision as to whether to take legal action
against a data controller under the Act.
However, it is not necessary for you to have
obtained an assessment from the
Commissioner before taking a matter to
court. 

For information as to how to make an
application to the court please refer to the
Commissioner’s leaflet 
“Taking a case to court”.

For further information about assessments,
refer to the Commissioner’s website
www.informationcommissioner.gov.uk
or contact the Commissioner’s Office on
01625 545745.



WHAT POWERS DOES THE
COURT HAVE?

If the court is satisfied that the data
controller has failed to comply with a data
subject notice, the court may order the data
controller to take such steps for complying
with the data subject notice as the court
thinks fit. 

If the court is satisfied that the data subject
has suffered damage by reason of a
contravention by the data controller of any of
the requirements of the Act in respect of
any personal data, in circumstances where
the data subject is entitled to a payment of
compensation, and there is a substantial
risk of further contravention in respect of
those data, in such circumstances the court
may order the rectification, blocking,
erasure or destruction of any of those data.
Please refer to 
“Claiming compensation”.
for further information as to your rights to
claim compensation from the court.
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Citizens Advice
Myddleton House
115-123 Pentonville Road
London
N1 9LZ

T: 020 7833 2181
W: www.citizensadvice.org.uk
W: www.adviceguide.org.uk

Court Service
T: 020 7210 2266
W: www.courtservice.gov.uk

The Department for Constitutional
Affairs
W: www.dca.gov.uk

Legal Services Commission
T: 020 7759 0000
W: www.legalservices.gov.uk



Publication Request

t: 01625 545 700
f: 01625 524 510
e: mail@ico.gsi.gov.uk

Enquiries

t: 01625 545 745
f: 01625 524 510
w:informationcommissioner.gov.uk

Information Commissioner’s Office,
Wycliffe House, Water Lane,
Wilmslow, Cheshire SK9 5AF
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